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Ensuring the Enforceability of Electronic 
Employee Arbitration Agreements: Lessons 
Learned from Recent Case Law 
BY BEHNAM DAYANIM AND KELLY DEMARCHIS 

Employers who utilize electronic arbitration 
agreements with their employees should take a 
hard look at a recent case, Kerr v. Dillard Store 
Services, Inc., et al., No. 07-2604-KHV, 2009 
WL 385863 (D. Kan. Feb. 17, 2009), which 
illustrates some of the potential pitfalls facing 
employers seeking to rely on electronic forms of 
those agreements.  

Driven by the desire to cut costs and present a 
“greener” profile, electronic signatures, contracts 
and record retention have flourished in the wake 
of the passage of the federal Electronic 
Signatures in Global and National Commerce Act 
(ESIGN) in 2000, which endorses the validity of 
electronic contracts and signatures, and similar 
state laws. In many workplaces, the traditional 
pile of paperwork that new hires sign at 
employee orientation has been replaced, at least 
in part, with “click-through” and similar 
electronic instruments.  

One of those myriad documents is an arbitration 
agreement. Although arbitration agreements 
vary in their terms, generally, they purport to 
require an employee with a grievance or 
complaint to submit to alternative dispute 
resolution instead of or before resort to the 
courts.  

The heart of the Kerr case involved the 
enforceability of one such agreement. The 
plaintiff, Yolanda Kerr, was a customer service 
representative at a Dillard’s department store. At 
the time of her hire, Dillard’s was still using 
paper documents, and Ms. Kerr voluntarily 
signed a paper arbitration agreement. However, 
over a year into Ms. Kerr’s employment, Dillard’s 
switched to electronic arbitration agreements. At 
that time, Ms. Kerr decided she would not 
electronically sign an arbitration agreement, and 
the previously signed paper agreement was 
regarded by the parties as void for a reason 
unspecified in the opinion. 

Employees signed the agreement by logging into 
Dillard’s intranet with a unique log-in and 
password, entering their social security number 
or employee number, and clicking “accept.” 
Immediately after execution, employees would 
receive an automated email that instructed them 
to reply to the email if they “denied” signing the 
agreement. The email also stated that lack of 
response would be deemed to reflect consent. 
Employees also agreed to a “System Access 
Policy” that required them to maintain the 
confidentiality of passwords, among other 
things. 

The Dillard’s computer system allowed 
supervisors to “reset” employee passwords to a 
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default password, which then would allow the 
supervisor (or anyone else) to log into the reset 
account using the default. 

Ms. Kerr did not use the intranet system as part 
of her work life and, as a result, claimed 
unfamiliarity with its workings. As a result, in at 
least one instance, her supervisor demonstrated 
to Ms. Kerr how to access various features of the 
system, unrelated to the arbitration agreement. 
The supervisor reset the password to the default, 
let Ms. Kerr log-in, and then navigated with her 
through several screens before reaching the 
screen she wanted to show Ms. Kerr. 

Ms. Kerr was fired about a year later and filed 
suit against Dillard’s for discrimination. An 
electronic arbitration agreement was claimed by 
Dillard’s to have been signed in her name, 
although she denied ever executing the 
agreement or seeing the follow-up e-mail. Log-in 
records showed that her intranet account was 
accessed on only three occasions, including on 
the day with her supervisor. The system showed 
that the arbitration agreement was executed on 
that same date and that the follow-up email was 
opened five minutes after execution. 

The court declined to enforce the arbitration 
agreement in this case because of the dispute 
over whether Ms. Kerr executed the agreement. 
Although the court did not determine whether 
the supervisor executed the agreement on Ms. 
Kerr’s behalf on the day that she reset the 
password, the court found that enough doubt 
existed about the circumstances of the execution 
to render the agreement unenforceable. 
Importantly, the court recognized that an 
electronic agreement could be enforceable if the 
employer had carried its burden by a 
preponderance of the evidence of showing that 
Ms. Kerr had executed it.  

Lessons for Employers 

Electronic arbitration agreements (and other 
employee agreements) can be enforceable. To 
minimize the possibility of a problem such as 
that encountered by Dillard’s, employers should 

undertake several steps to improve the 
electronic execution process. Most importantly, 
employers need to secure the intranet process. 
Company policies about password sharing and 
security should not be buried in a drawer, and 
the importance of maintaining password 
confidentiality and good computer security 
practices should be continually stressed. 
Although not discussed by the court, password 
policies should mandate that employees change 
their passwords regularly. Employers also may 
consider other steps, such as requiring strong 
password conventions that, for example, require 
passwords to consist of a combination of letters 
and numbers or special characters. 

The password reset process should not be 
handled by fellow employees, but should be 
automated, and it should include verification by 
the employee that she requested the reset. 
Other than the employee herself, only 
designated IT staff should have the ability to 
change a password. An employee’s supervisor 
should not possess that capability. When a 
particular intranet account is in “reset” or 
“default” mode, the ability to make decisions 
affecting the employee’s status – benefit 
elections, entry into binding agreements and the 
like – and to access sensitive employee 
information should be restricted until a unique 
password once again secures the account. 

The Dillard’s system recorded the date and time 
when the agreement was executed and when the 
confirmation e-mail was sent and opened. Those 
are all sensible precautions. Unfortunately, in the 
Dillard’s case, that date was the very same day 
on which the supervisor allegedly accessed Ms. 
Kerr’s account, and the system did not record 
whether the default or a new, employee-selected 
password was in use at the time – at least not as 
recounted in the court’s opinion.  

While all of these modifications may not be 
feasible in every workplace, the general lesson is 
that an adequate “audit trail” demonstrating 
execution of the agreement and its integrity 
(i.e., that the agreement text has not been 
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altered since execution) is crucial. The ubiquity 
of click-through agreements in daily life should 
not cause employers to lose sight of the fact that 
they are requiring employees to execute legally 
binding contracts with real consequences. 
Employers should frequently reassess potential 
vulnerabilities in their systems and take a 
proactive approach to addressing identified 
shortcomings. 

It is also important to remember that the sorts 
of issues raised by use of electronic agreements 
may be different in detail but are identical in 
concept to those faced with “pen-and-ink” 
agreements. The main difference – and it is an 
important one – is that in the “pen and ink” 

world, there are time-tested methods of proof of 
execution and integrity generally regarded as 
reliable (e.g., handwriting analysis to verify 
signatures and methods of detecting paper 
document alteration), to the point that 
employees rarely even contest fundamentals 
such as whether an agreement was executed or 
what it said.  

The main lesson of the Kerr decision is that with 
the benefits of automation and paperless 
environments come some costs, most 
prominently a need for greater attention to and 
budget for computer security and system 
reliability. Employers that shortchange in those 
areas may have cause to regret their mistake.  
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