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Dodd-Frank Act Provides Rewards for 
Whistleblowers Who Report FCPA Violations 
BY MORGAN J. MILLER, SARA A. MURPHY & RUSSELL D. JOHNSON 

On July 21, 2010, President Obama signed into law the Dodd-Frank Wall Street Reform and Consumer 
Protection Act (Dodd-Frank Act) and its sweeping financial regulatory reforms.  Included among the 
provisions is a new whistleblower program which provides substantial cash rewards for whistleblowers 
who voluntarily provide information to the Securities and Exchange Commission (SEC) leading to the 
successful prosecution of securities law violations.  Whistleblowers who report securities violations, 
including violations of the Foreign Corrupt Practices Act (FCPA), that result in monetary sanctions 
greater than $1 million, may receive between 10 and 30 percent of the total recovery. The record 
penalties reported in several recent FCPA matters create significant financial incentives to report 
violations.  In this year alone, there have been three settlements of FCPA-related matters exceeding 
$300 million each.1  Potential whistleblower disclosures to the SEC pose a particular and significant 
impact on companies subject to the FCPA given the sustained regulatory focus on anti-corruption 
compliance and controls, the pressure to self-report potential violations to government authorities, 
and the dramatic increase in the number of prosecutions.   

The anti-bribery provisions of the FCPA generally make it unlawful for U.S. issuers and individuals to 
offer or promise the giving of anything of value to a foreign official in order to obtain or retain 
business.2  The FCPA also includes accounting provisions which require issuers to create and maintain 
accurate books and records, and to devise an adequate system of internal accounting controls.  The 
SEC and Department of Justice (DOJ) share enforcement responsibilities for the FCPA.  Violations of 
the FCPA can result in both civil and criminal disgorgement and penalties. 

Companies operating overseas should take immediate action to prepare for additional scrutiny and 
disclosure risks posed by the whistleblower provision.  Maintaining an effective compliance program is 
as important as ever.  Legal and compliance professionals are well advised to reevaluate their internal 
controls designed to detect improper payments, internal audit programs, and the procedures by which 
employees can report questionable conduct to in-house compliance personnel.  Companies with known 
violations or on-going internal investigations also face new challenges evaluating whether and when to 
voluntarily self-report violations to the SEC and DOJ. 

The Whistleblower Provision 

Codified as Section 21F of the Securities Exchange Act of 1934, the whistleblower provision provides 
for the SEC to reward individuals who voluntarily report independently derived information leading to 
the successful prosecution of securities law violations if monetary recoveries exceed $1 million.3  To be 
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eligible for an award, the whistleblower must provide the SEC with “original information.”4  Original 
information: (1) must be “derived from the independent knowledge or analysis of the whistleblower”; 
(2) cannot be known to the SEC from any other source; and (3) cannot be “exclusively derived from 
an allegation made in a judicial or administrative hearing, in a governmental report, hearing, audit, or 
investigation, or from the news media.”5  While “bits and pieces” of the whistleblower’s information 
may be derived or previously known to the media, the whistleblower must provide critical information 
that was unknown to the SEC and led to the success of the government’s case.6  The SEC is permitted 
to share information derived from a whistleblower with other federal, state and foreign law 
enforcement authorities.7  

The SEC exercises discretion over the amount of the reward within a range of 10 to 30 percent of the 
aggregate amount recovered, including disgorgement, penalties, and interest.8  The amount recovered 
includes not only monies collected by the SEC, but also fines and penalties assessed by the DOJ, self-
regulatory organizations, and state attorneys general.9  In setting the reward amount, the SEC is to 
consider three factors: (1) the significance of the information provided to the success of the SEC’s 
action; (2) the degree of assistance provided by the whistleblower and the whistleblower’s 
representative in the SEC’s action; and (3) the SEC’s interest in deterring securities law violations by 
rewarding whistleblowers.10  The SEC can establish other factors by regulation.11 

The Dodd-Frank Act defines individuals who can qualify as whistleblowers broadly.12  For example, the 
law does not appear to require that the individual be a U.S. national, which opens the door for 
employees of foreign subsidiaries to seek whistleblower status.  Certain individuals, however, are not 
eligible to collect an award, such as employees of the securities regulators and auditors.  Most 
notably, individuals convicted of a criminal violation related to the SEC’s enforcement action also are 
barred from receiving an award.13  Thus, whether an individual who is implicated in the underlying 
conduct can obtain a reward as a whistleblower will depend, in part, on whether he is ultimately 
convicted on related criminal charges. 

The whistleblower provision also provides anti-retaliation protections, which permit civil causes of 
action for wrongful termination, suspension, harassment, or other discrimination because of the 
whistleblower’s reporting to the SEC.  If successful, an anti-retaliation claim can result in 
reinstatement of seniority, two times the amount of back pay otherwise owed with interest, and 
compensation for litigation costs, expert witness fees and reasonable attorney’s fees.14 

This new whistleblower incentive greatly expands the SEC’s previous insider trading bounty program, 
which applied solely to reporting of insider trading violations and civil penalties recovered, and did not 
provide guaranteed minimum rewards.15 Historically, the insider trading program generated few 
enforcement actions or substantial rewards for whistleblowers.  However, on July 23, 2010, the SEC 
announced an award of $1 million to the ex-wife and current husband of a Microsoft employee for 
helping to reopen an insider trading case involving trading in Pequot Capital Management.16  This was 
by far the largest award the SEC had ever paid under the program.  Authorities are hopeful that 
guaranteed awards to parties who provide information leading to recovery of penalties and 
disgorgement in a broader range of cases will yield greater reporting and prosecutions, as well as 
additional compliance measures to prevent such violations in the first instance.17    

Compliance and Internal Reporting 

Given the nearly constant press reports of new FCPA prosecutions and staggering penalty amounts, 
the enactment of the whistleblower provision provides yet another reason for companies to assess and 
ensure the adequacy of their anti-corruption compliance programs.  The effectiveness of internal 
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controls, audit functions, and internal reporting procedures should be evaluated in light of these 
developments. 

To reduce the risk of employees reporting merely suspicious activity to the SEC rather than through 
internal compliance procedures, companies should maintain effective internal reporting systems that 
offer employees an avenue by which to report their compliance concerns to compliance personnel.  
Employees should be properly trained on utilizing internal reporting procedures, and made confident 
that their concerns will be taken seriously and adequately investigated.  Further, companies with 
active and effective internal reporting programs are more likely to obtain information that may not be 
captured through existing internal controls or internal audit programs.  While internal reporting 
procedures will not protect the company from employees who are motivated to provide information 
directly to the SEC rather than through corporate channels in hopes of cashing in on a reward, 
effective procedures may encourage employees that concerns can be adequately addressed through 
the company’s compliance program.  

Investigations and Self-Disclosure 

The whistleblower provision also raises new issues for companies conducting internal investigations of 
potential securities law violations.  Preferably, companies should be permitted to review and 
adequately investigate suspicious conduct before determining whether such conduct violates the 
securities laws and should be self-reported to government authorities.  The strong incentives created 
by the Dodd-Frank Act for individual employees to be the first to report new information about 
potentially violative conduct to the SEC, however, creates added challenges to maintaining the 
confidentiality of an investigation. 

Companies undertaking investigations must assess and continue to reassess the risks and benefits of 
self-reporting under the increased likelihood that an employee knowledgeable of the conduct or 
investigation may contact the SEC before the company self-reports.  The DOJ and SEC consider self-
disclosure when recommending leniency in penalties for FCPA violations and, in doing so, have 
encouraged companies to report known violations.18  We note, however, that a company’s self-
reporting to the SEC may not foreclose a whistleblower from receiving an award for information 
provided after the company discloses to the SEC.  In such a case, the relevant inquiry would be 
whether the whistleblower provided additional “original information” to the SEC that had not been 
disclosed by the company.  This suggests that companies that self-report need to carefully consider 
the sufficiency of information provided to regulators.  Should the SEC staff determine that a company 
provided inaccurate or misleading information, it likely will seek harsh penalties from the company 
when making enforcement recommendations. 

Finally, given the anti-retaliatory protections afforded to whistleblowers, special care should be taken 
while instructing employees to maintain the confidentiality of an investigation.  It is important that 
confidentiality directives aimed to protect the integrity of the investigative process are not interpreted 
as efforts to prevent employees from contacting the SEC as a whistleblower. 

Conclusion 

The Dodd-Frank Act provides a 270-day window for the SEC to create the necessary regulatory 
infrastructure to support the whistleblower program.  However, any whistleblower who comes forward 
on or after July 21, 2010 may be considered for a reward.  A whistleblower also can receive a reward 
for information related to a violation that occurred prior to enactment. Following recent remarks by 
Cheryl Scarboro, head of the SEC’s specialized FCPA enforcement unit, that the staff will be more 
proactive in its approach to FCPA enforcement, the whistleblower provision provides prosecutors with 
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a new avenue to independently detect potential violations.19  Companies should take caution to ensure 
the resulting race to report in hopes of receiving cooperation credit does not lead to self-reporting 
prematurely before potential violations are adequately investigated. 

 

To view other thought leadership pieces on how this landmark legislation and the myriads of 
implementing regulations will affect your industry, please follow this link. 
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in the action of SEC v. Technip S.A., Civil Action No.: 4:10-cv-02289 on June 28, 2010. 
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