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California Attorney General Suit Alleges that 
Mobile Application Violated California’s Online 
Privacy Protection Act 
BY TODD BEAUCHAMP & HEENA ALI 

On December 6, 2012, California’s Attorney General filed a suit against Delta Air Lines (“Delta”) 
alleging that Delta violated the California Online Privacy Protection Act (“CalOPPA”)1 and California’s 
Unfair Competition Law2 by collecting personally identifiable information from consumers through its 
“Fly Delta” mobile application (“Fly Delta app”) and either knowingly and willfully, or negligently and 
materially, failing to (i) conspicuously post a privacy policy applicable to the Fly Delta app within 30 
days after receipt of notification of non-compliance, and (ii) comply with the privacy policy posted on 
the Delta website with respect to the Fly Delta app.3  The complaint, which is the first-ever action 
brought by the Attorney General to enforce CalOPPA against a provider of a mobile application, follows 
the Attorney General’s issuance of a press release on October 30, 2012, which stated that the 
Attorney General was in the process of notifying up to 100 mobile application providers of their failure 
to comply with CalOPPA, and intended to “take all necessary steps to enforce California’s privacy laws” 
in the area of mobile applications.4 

The California Online Privacy Protection Act 

CalOPPA, which applies to operators5 of commercial websites or online services that collect personally 
identifiable information about individual consumers residing in California who use or visit their 
commercial websites or online services (each, an “Operator”), sets forth minimum content 
requirements for privacy policies of Operators6 (the “Content Requirement”), and requires Operators 
to “conspicuously post” their privacy policy on their website, or in the case of an online service, 
provide a “reasonably accessible means of making the privacy policy available for consumers of the 
online service”7 (the “Posting Requirement”).  CalOPPA defines “personally identifiable information” 
(“PII”) as individually identifiable information about an individual consumer that is collected by an 
Operator from the individual and maintained by the Operator in an accessible form, including 
information such as the consumer’s name, physical address, email address, telephone number, social 
security number, and any other identifying information that can be used to contact the consumer 
physically or online.8   

CalOPPA’s Content Requirement obligates Operators to include the following minimum information in 
their privacy policies: 
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1. Identification of the categories of PII that the Operator collects through the website or 
online service and the categories or third-party persons or entities with whom the Operator 
may share that PII; 

2. A description of any process that the Operator uses by which a consumer who visits the 
website or uses the online service may review or request changes to any of his or her PII; 

3. A description of the process by which the Operator notifies consumers who visit its website 
or use its online service of any material changes to the Operator’s privacy policy for that 
website or online service; and 

4. The effective date of the privacy policy.9 

An Operator will be in violation of CalOPPA if it (i) fails to comply with the Posting Requirement (and 
thus with the Content Requirement) within 30 days after being notified of its non-compliance, or (ii) 
knowingly and willingly, or negligently and materially, fails to comply with the provisions of its posted 
privacy policy.10  

Details of the Complaint 

In the complaint, the Attorney General states that the term “online service” under CalOPPA “broadly 
covers any service available over the Internet or that connects to the Internet, including Internet-
enabled gaming platforms, voice-over Internet protocol services, cloud services, and mobile 
applications.”11  The complaint further states that because the Fly Delta app sends and receives PII 
over the Internet about various consumers, including consumers residing in California who use the 
app, it constitutes an online service that is subject to CalOPPA’s requirements.12  

According to the complaint, Delta began offering the Fly Delta app in 2010, and since that time has 
engaged in the collection of “substantial” PII from consumers through the application, yet failed to 
conspicuously post a privacy policy applicable to the Fly Delta app.13   As a result, the Attorney 
General sent a letter to Delta on October 26, 2012, which notified Delta that it was in violation of 
CalOPPA due to its failure to make a privacy policy applicable to the Fly Delta app reasonably 
accessible to consumers using the application.14  Delta thereafter issued a statement indicating that it 
had received the letter from the Attorney General and that it intended to provide the requested 
information;15 however, the complaint states that Delta failed to post a privacy policy within the 
required 30 days following notification of non-compliance.16 

Furthermore, the complaint states that while Delta does have a privacy policy on its website, the 
policy neither mentions the Fly Delta app nor covers certain categories of PII that are collected 
through the app but not through the website, such as geo-location data and photographs.17  Thus, the 
complaint states that Delta is in violation of Section 22576 of CalOPPA for knowingly and willfully, or 
negligently and materially, (i) failing to conspicuously post a privacy policy applicable to the Fly Delta 
app within 30 days of being formally notified by the Attorney General; and (ii) failing to comply with 
the provisions in its posted privacy policy by collecting certain PII through the Fly Delta app that are 
not covered in the privacy policy posted on the Delta website.18 

The complaint alleges that Delta’s violation of CalOPPA further constitutes a violation of California’s 
Unfair Competition Law, which defines “unfair competition” as the commission of an unlawful, unfair, 
or fraudulent business acts and practice.19  Thus, the Attorney General is claiming that by failing to 
comply with CalOPPA’s requirements, Delta engaged in an unlawful business practice that constituted 
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unfair competition, and therefore should be (i) permanently enjoined from committing acts of unfair 
competition by immediately complying with the requirements of CalOPPA, and (ii) ordered to pay 
$2,500 for each violation pursuant to Section 17206 of the Unfair Competition Law.20  While the 
complaint does not expressly state the number of alleged violations, instead noting that this will be 
proved at trial, it does mention that the Fly Delta app has been “downloaded by consumers millions of 
times since October of 2010 without the conspicuously posted privacy policy required by CalOPPA.”21  
Based on the statement in the Attorney General’s October 30th press release that “companies can 
face fines of up to $2,500 each time a non-compliant app is downloaded,”22 this would suggest that 
the Attorney General will argue that each download constitutes a violation, which, if successful, could 
potentially result in fines of several billion dollars.  California’s Unfair Competition Law provides that in 
determining the amount of the penalty, the court shall consider relevant circumstances such as the 
nature and seriousness of the misconduct, the number of violations, the persistence of the 
misconduct, the length of time over which the misconduct occurred, the willfulness of the defendant’s 
misconduct, and the defendant’s assets, liabilities, and net worth.23 

Implications  

The lawsuit against Delta, which follows the Attorney General’s agreement with seven mobile 
application providers (Amazon, Apple, Facebook, Google, Hewlett-Packard, Microsoft, and Research In 
Motion) to strengthen privacy protections for users of mobile applications,24 as well as the 
establishment of the California Department of Justice’s Privacy Enforcement and Protection Unit in 
July,25 further evidences the Attorney General’s intention to aggressively enforce consumer privacy 
protection laws, and is likely the first of a number that will be filed.  Accordingly, providers of mobile 
applications and websites that collect PII from California consumers should heed this latest warning 
and ensure that that they are acting in compliance with CalOPPA and all other applicable privacy 
requirements. 
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