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Schrems II – The Remaking of Cross-Border Data Transfers 
• Invalidation of Privacy Shield. In July 2020, the Court of Justice of the European Union (CJEU) issued its decision in the case

Data Protection Commission v. Facebook Ireland, Schrems (Schrems II) resulting in the invalidation of the EU-U.S. Privacy Shield
Framework.

• Standard Contractual Clauses Alone May Not Be Adequate. Although the CJEU reaffirmed the validity of Standard Contractual
Clauses (SCCs), the court stated that Data Exporters must verify, on a case-by-case basis, whether the SCCs alone provide
adequate protection. To the extent additional protection is required for the transfer of data to a third country from the EEA,
Data Exporters must implement additional safeguards.

• Technical Measures – A Required Supplemental Measure for U.S. Companies. The CJEU in Schrems II, as well as the European
Data Protection Board (EDPB) in guidance published in November 2020, both emphasized the need for SCCs to be supplemented
with technical measures that can ensure a “level of protection essentially equivalent” to that guaranteed in Europe.

• New Draft Standard Contractual Clauses. Also in November 2020, the European Commission introduced draft SCCs for public
comment. The draft SCCs attempted to address many of the concerns stemming from Schrems II, as well as provide more
flexibility for different types of data transfers (e.g., Controller-to-Controller, Controller-to-Processor, Processor-to-Processor, and
Processor-to-Controller).
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Overview of Draft Standard Contractual Clauses
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Draft Standard Contractual Clauses Modular Format 

Modular Format: The draft SCCs are structured
as a modular document that includes clauses
applicable to all transfers, as well as different
modules of specific terms for different types
of data transfers (Controller-to-Processor,
Controller-to-Controller, Processor-to-Processor,
and Processor-to-Controller).

Module 1:
Controller

to Controller 

Module 2:
Controller

to Processor 

Module 3:
Processor

to Processor 

Module 4:
Processor

to Controller 

Modular Format: The modular format of the draft contractual clauses was created to more accurately reflect the nature of the
relationship between the parties. One of the most significant changes is the creation of two new types of clauses: Processor-to-Processor
and Processor-to-Controller.
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Practical Steps for U.S.-Based Companies 
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Practical Steps 
• The Foreign Intelligence Surveillance Act (“FISA”), Section 702:

Legislation authorizing the collection, use, and dissemination of
electronic communications content stored by U.S. internet service
providers or traveling across the internet’s “backbone” (with the
compelled assistance of U.S. telecom providers).

• Executive Order 12333: Governs the conduct of American intelligence
activities not covered under FISA, and guides the overseas collection of
cell phone location data, email address books, and contact lists.

• USA PATRIOT Act of 2001, Section 215: Legislation allowing
U.S. Authorities to obtain a secret court order requiring third parties,
such as telephone companies, to hand over any records or other
“tangible thing” if deemed “relevant” to an international terrorism,
counterespionage, or foreign intelligence investigation.

U.S. Regulatory Considerations 

Although not yet finalized, the draft SCCs and relevant EDPB guidance provide a clear indication of the elevated expectations facing Data
Exporters and Importers. For companies based in the United States, data transfers from the EEA to the U.S. should take into consideration
two critical points: (1) the use of technical measures to protect the privacy of EEA personal data, and (2) the implementation of a documented
and repeatable approach to managing requests for access to personal data by U.S. authorities.

1. Identify Key Exposure Areas Using Data Inventory and Records of Processing. Ensure data mapping,
inventory, and classification efforts are up-to-date and that appropriate policies and procedures are in
place.

• Ensure all EEA personal data is identified and categorized
• Identify all Sub-Processors
• Identify all onward transfers

2. Understand Scope and Create a Risk-Based Action Plan. Review existing data transfer mechanisms and
data processing agreements to ensure strategic implementation of new SCCs once approved.

• Identify Priority Contracts
• Categorize relationships to align with new SCC modules

3. Develop Approach for Responding to Third-Party Questionnaires. Draft pre-approved answers to
anticipated Transfer Impact Assessment questionnaires regarding (1) jurisdictional risk, and (2) technical,
contractual, and operational safeguards in place to mitigate jurisdictional risk.

4. Implement Global Approach to Information Security. Consider aligning to internationally recognized
information security framework (e.g., ISO 27001), and begin implementing technical safeguards.

5. Updated Internal Policies and Procedures. Internal policies with clear allocation of responsibilities for
data transfers, reporting channels, and standard operating procedures for cases of covert or official
requests from public authorities to access transferred data.
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Six-Step Implementation
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Step 2:

Map the Data 
Transfer

Step 1:

Identification of 
Controller and 

Processor Roles and 
Responsibilities

Step 3:

Identify the 
Transfer 

Mechanism

Step 4:

Transfer Impact 
Assessment –
Third Country 

Privacy 
Framework

Step 5:

Transfer Impact 
Assessment –
Assessment of 

the Data 
Importer

Step 6:

Supplementary 
Measures –

Assessment and 
Implementation

Overview of EDPB Recommendations and SCC 
Requirements:

• Data Mapping and Art. 30 requirements 

• Conduct appropriate “Transfer Impact Assessments” 
for the third country and Data Importer 

• Evaluate and implement additional supplementary 
safeguards—especially technical measures—as needed
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Step 1: Identification of Controller and Processor Roles and Responsibilities
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Controller-to-Controller 

Examples 

• Intra-Company 
Agreements 

• Advertising Partners 
• Professional Services 
• Business Services 

Controller-to-Processor 

Examples 

• Cloud and other IT 
Service Providers 

• Email Service 
Providers 

• File Sharing Services 
• HR Platforms 

Processor-to-Processor 

Examples 

• Cloud and other IT 
Service Providers 

• Other services 
similar to that of 
a Processor

Processor-to-Controller 

Examples 

• Service Providers 
in the EEA that 
are engaged by a 
non-EEA entity 

• Other services 
similar to that of 
a Processor

Practical Considerations 

Identify the Controller and/or Processor. When implementing the draft SCCs, it is important to ensure that the appropriate module is
implemented based on the nature of the relationship between the parties, as dictated by the ownership of the personal information and which
party directs the nature and purpose of the processing.
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Step 2: Map the Data Transfer
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Mapping Requirements. Identify the types of personal data involved in the transfer, the purpose of the transfer, and record and map all
transfers to third countries, including with all Controllers, Processors, and Sub-Processors that will receive any EEA personal data.

Practical Considerations 

Identify Key Exposure Areas by Developing and Updating Data Inventory and Records of Processing

1. Establish and Maintain an Inventory of Personal Data. Companies should document (e.g., through data mapping, records of processing,
data inventory, and other procedures) how the personal data is transferred to and from vendors and third parties in and outside of the EEA.

2. Identify Any Onward Transfers. The Data Exporter and the Data Importer must collaborate to identify all locations where the personal data may
be transferred or stored, including onward transfers to Sub-Processors of the Data Importer. This should include any locations where the Data
Importer will transfer the personal data for storage or additional handling by Sub-Processors.

3. Identify Data Transferred as a Result of Remote Access. Data Exporters should keep in mind that remote access by any Processor or Controller
located in a third country (for example in IT support situations) and/or storage in a cloud located outside the EEA, is also considered to be a
transfer, and that, when using international cloud infrastructure, the Data Exporter must assess whether the data will be transferred to third
countries.
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Step 3: Identify Transfer Mechanisms
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Select the Appropriate Data Transfer Mechanism. Once all third countries have been identified, including any onward transfers, the Data
Exporter must determine which data Transfer Mechanism is appropriate for conducting the transfer.

Practical Considerations 

1. Art. 45 Adequacy Determination. Where a third country has been deemed adequate, no further action is required—countries deemed
adequate are limited to: Andorra, Argentina, Canada, Faroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand,
Switzerland, and Uruguay.

2. Art. 46 Transfer Mechanisms. Where a third country has not been deemed to provide adequate protection by the European
Commission, the Data Exporter must identify alternative Transfer Mechanisms available under GDPR Art. 46 to complete the transfer,
including implementing SCCs. Further analysis, including Transfer Impact Assessments, are required where an Art. 46 transfer mechanism
is employed.

• Art. 46 transfer mechanisms include Standard Contractual Clauses, Binding Corporate Rules (BCRs), codes of conduct, certification
mechanisms, and ad hoc contractual clauses)

3. Art. 49 Derogations. Derogations permitting the transfer of personal data include: consent, performance of a contract, public interest,
legal claims, vital interests, and legitimate interests (where adequate notice is provided). Where Art. 49 derogations are the basis of the
transfer, no additional analysis is required.
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Step 4: Transfer Impact Assessment – Third Country Privacy Framework 
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Identification of Third Country Privacy Framework. Where Art. 46 Transfer Mechanisms will be used, the Data Exporter must perform and
document a Transfer Impact Assessment (TIA) to determine whether the Transfer Mechanism provides adequate protections for any
transferred personal data.

• Conduct Transfer Impact Assessment. A Transfer Impact Assessment is a review
of the laws and practices of a third country to determine whether transferred
personal data would be afforded an equivalent level of protection to that
provided in the EEA.

• Key Criteria. The primary criteria for assessing a third country’s privacy
framework are:

• (1) laws requiring disclosure of personal data to public authorities
(e.g., criminal law enforcement, regulatory supervision, and national
security agencies); and

• (2) whether the circumstances surrounding such disclosures can be
regarded as a ‘justifiable interference’ that does not impinge on the
transfer safeguards.

• Third Countries Requiring Careful Review. Countries with limited or sector-
specific privacy legislation or case law should be carefully reviewed against
‘objective sources’ to determine the actual level of protection; such countries
include the United States, Russia, and China.

Relevant Information Objective Sources

 Data Privacy Legislation

 Applicable Case Law 
(Domestic) 

 Adequacy Decisions

 Applicable Case Law 
(International ‒ CJEU 
or ECHR)

 Intergovernmental Reports

 NGO or Academic Reports

Practical Considerations 

 Does the jurisdiction have 
comprehensive privacy 
laws or frameworks?

 Does the jurisdiction 
provide for data subject 
rights?

 Does the jurisdiction allow 
for the right of redress?

 Does the jurisdiction 
have rule of law 
considerations?
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Step 5: Transfer Impact Assessment – Assessment of the Data Importer
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Assess the Data Handling Practices of the Data Importer. The Data Exporter should require the Data Importer to complete a privacy and
security evaluation questionnaire. During the evaluation process, the Data Exporter and Data Importer should take into account: (i) the nature
of the personal data and (ii) the nature, scope, context, and purposes of processing.

Practical Considerations 

The SCCs do not provide prescriptive requirements for security, but advise the parties to the contract to consider establishing requirements for 
the following security topics:

• Pseudonymization and encryption at rest and in transit

• Maintaining ongoing confidentiality, integrity, availability, and 
resilience of processing systems

• Data availability, access, and back-up

• Testing and evaluation of technical and organizational measures

• Information security  configurations, governance, and 
management

• Physical security

• Certifications and assurances

• Data avoidance and minimization, and

• Data quality, retention, accountability, portability, and disposal
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Step 6: Supplementary Measures – Assessment and Implementation 
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Select the Appropriate Supplementary Measures. Supplementary measures should be evaluated on a case-by-case basis with input 
from both the Data Exporter and the Data Importer. It is expected that supplementary measures are actionable—requiring technical 
safeguards—and not merely policy. 

Three Types of Supplementary Measures. Supplementary measures 
fit into three main categories: 

1. Technical
2. Contractual
3. Organizational

Complementary Supplementary Measures. There is no exhaustive
list of supplementary measures, and the parties may implement
complementary layers of supplementary measures in order to attain
the necessary level of protection.

• For example: Technical measures can impede, or render
ineffective, access to personal data by a third country
government, and contractual or organizational measures can
supplement technical measures for additional protection

Assessment of Supplementary Measures Types of Supplementary Measures 

Use information collected during TIAs 
to evaluate whether supplementary 
measures are technically or operationally 
feasible. Below is a list of potential 
considerations: 

 Format of the data to be transferred 
(i.e., in plain text/pseudonymised or 
encrypted)

 Nature of the data 

 Length and complexity of data 
processing workflow 

 Possibility that the data may be subject 
to onward transfers

 Technical Measures:
• Encryption at rest and in transit 
• Client-side encryption with key located 

in EU
• Psuedonymization
• Multi-party or multi-channel processing 

 Contractual Measures:
• Requirements for redress mechanisms 

and legal counselling
• Prohibition against backdoor access
• Right to audit 
• Notice for any onward transfer
• Notify Data Exporter of non-compliance 

or governmental access

 Organizational Measures:
• Internal policies with clear allocation of 

responsibilities, reporting channels, and 
standard operating procedures for cases 
of covert or official requests from public 
authorities to access transferred data

Practical Considerations 



Additional Considerations and Challenges 
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Requirements and Considerations 
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Response to Government Requests. The draft SCCs include stronger
obligations on Data Importers when faced with a disclosure request for
EEA-originated personal data from public authorities in third countries.
Those obligations include:

• Notifying both the Data Exporter and Data Subject

• Assessing the legality of the request

• Seeking to suspend the request

• Documenting assessment of the request 

• Interpreting the request narrowly

• Monitor Developments. All parties should monitor for changes in all
applicable third country privacy frameworks.

• Accountability. The Controller should, at appropriate intervals, verify
the Processor’s guarantees, including through audits and inspections,
where appropriate.

• Implement Mechanisms to Suspend Transfers. It is incumbent on the
Data Exporter to implement technical safeguards allowing for
suspension of transfers where:

• Data Importer Breaches. The Data Importer has breached or is
otherwise unable to comply with the commitments required by the
data transfer mechanism

• No Longer Effective Supplementary Measures. The supplementary
measures are no longer effective in protecting the personal data
from access by third country authorities as a result of either
regulatory or technological changes

Practical Considerations
Responding to Government Requests Periodic Re-Evaluation 



Questions
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Our Global Cybersecurity Practice 
Our Cybersecurity practice is global. While we have dozens of attorneys all over the world, the following are the key leaders in their markets who represent a unique, cross-
disciplinary team of legal and regulatory experts with significant cybersecurity expertise that spans key industries. 

U.S.

Sarah Pearce 
Partner, Corporate 
London
44-020-3023-5168

Sarah Pearce is a Partner in the Corporate
Practice of Paul Hastings and has experience
covering data privacy and security issues in the
U.K. and across Europe, including the impact of
the U.K. leaving the European Union. She assists
clients in identifying, evaluating, and managing
global privacy and information security risks.

Jacqueline Cooney is a Lead Director,
Privacy and Cybersecurity at
Paul Hastings, with over 20 years of
experience in privacy, governance,
risk, compliance, and public policy.
She leads the Solutions Group, which
is the consulting arm of the Privacy
and Cybersecurity Practice.

EEA/U.K. Solutions Group 

Sherrese Smith
Partner, Corporate
Washington, D.C.
1-202-551-1965

Sherrese Smith is a co-lead of the global
Privacy and Cybersecurity Practice and has
expertise in corporate media and
telecommunications transactions and related
FCC and FTC regulatory issues, as well as global
data privacy, data breach, and cybersecurity
issues. She served as Chief Counsel to
Chairman Julius Genachowski at the FCC, and
prior to that, served as the Vice President and
General Counsel of Washington Post Digital.
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